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Abstract
The RBAC User Creator for ONTAP® tool is a C# application that enables you to create RBAC users within ONTAP.
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[bookmark: _Toc525298734]Introduction
The RBAC User Creator for ONTAP® tool is a C# application that enables you to create RBAC users within ONTAP.
The list of privileges created are stored in an XML (ontapPrivs.xml) file. The XML file enables you to gather the following information:
1. You can verify the privileges of the new user created by RBAC User Creator tool.
2. You can add privileges or products later without the need to recompile the application.
 
The RBAC User Creator tool is a framework where all the products and the privileges for those products are listed in the XML file. You can easily add support for another product or product version by updating the information in the XML file.
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[bookmark: _Toc525298735]RBAC User Creator tool for Virtual Storage Console, VASA Provider, and Storage Replication Adapter 7.x
 
This article describes how to use the RBAC User Creator tool for Virtual Storage Console, VASA Provider, and Storage Replication Adapter 7.x for VMware vSphere. You can use the tool to create users for the below functionalities:
 
1. Virtual Storage Console
2. Virtual Storage Console and VASA Provider
3. Virtual Storage Console and Storage Replication Adapter
4. Virtual Storage Console, VASA Provider and Storage Replication Adapter
 
Please note that VSC, VASA Provider, and SRA 7.x supports ONTAP versions 9.x onwards only.
 
Once you have downloaded and installed the RBAC User Creator tool from the ToolChest, you will need to perform the below steps to provide support for VSC, VASA Provider and SRA 7.x.
[bookmark: _Toc525298736]Installation Procedures 
[bookmark: _Toc267478787][bookmark: _Toc525298737]Step 1: Replace XML for VSC, VASA Provider and SRA 7.x support
 
To enable support for VSC, VASA Provider and SRA 7.x, please perform the following:
 
1. Download and keep a copy of the ontapPrivs.xml file (attached below).
2. Access the install directory of the RBAC User Creator tool.  The default path would be: C:\Program Files (x86)\NetApp\RBAC User Creator
3. Replace the existing ontapPrivs.xml file with the downloaded .xml file.
4. Restart the RBAC User Creator tool.
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You can start using the RBAC User Creator tool to create new roles and users.
 
[bookmark: _Toc525298738]Step 2: Setting up user names and privileges
 
You can create ONTAP user names with the privileges required for VSC, VASA Provider and SRA.
 
1. Enter the name of the admin user and IP of the storage system for which you want to create the user.
2. Click LOGIN.  (The tool determines the controller type.)
3. 1st Select VSC, VASA Provider and SRA under product, then which Plug-ins you wish to configure under version.
· If you wish to use only VSC, you must select product version as “VSC 7.x”.
· If you wish to use VASA Provider along with VSC, then you must select the product version as “VSC and VASA Provider 7.x”.
· If you wish to use SRA along with VSC, then you must select the product version as “VSC and SRA 7.x”.
· If you wish to use all three, VSC, VASA Provider and SRA, then you must select the product version as “VSC, VASA Provider and SRA 7.x”.
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4. RBAC User Creator supports creating users on the Cluster-Admin SVM as well as on Data SVMs. Select the appropriate SVM from the drop-down list.
5. Select all the ONTAP privilege roles that apply.
· RBAC User Creator tool merges all the privileges from the selected roles and combines them in a sorted list.
6. Enter a name for the role, user, and password, and then click Submit.
· The role and user name can be new or existing except vsadmin.
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New RBAC User has been created.

[bookmark: _Toc525298739]Step 3: Adding storage systems
 
1. Log in into your VSC, VASA Provider and SRA plugin from the vCenter.
2. Navigate to Storage Systems Tab
3. Add or Modify the storage system using the new username and password.
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[bookmark: _Toc525298740]Appendix A: Known issues 
· While providing a role name, do not provide any names that begin with “vsadmin”. This will prevent creating any new roles or users.
[bookmark: _Toc525298741]Appendix B: Resources
· Download RBAC User Creator for ONTAP. 
· Download ontapPrivs.xml file.
· Unified Appliance for VSC/VP/SRA 7.X Resource Page
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